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1. Namestitev strojne in programske opreme

Za uporabo digitalnih potrdil v okviru infrastrukture javnih klju¢ev na MO je potrebno
na delovno postajo namestiti namensko strojno in programsko opremo v slede¢em
vrstnem redu:

- Citalec pametnih kartic s pripadajo¢im gonilnikom,

- program za podporo pametne kartice,

- program za upravljanje z digitalnimi potrdili in digitalno podpisovanje ter
Sifriranje datotek.

Namestitveni programi so dostopni na spletni strani v internem omrezju MO
http://www.simod-pki.mors.si/index.php?id=36, Infrastruktura javnih kljucev SIMoD-
PKl, Prevzem in uporaba digitalnih potrdil:

/& Prevzem in uporaba digitalnih potrdil - Windows Internet Explorer by SIK =S|
G = [€ vt/ sinod pli.mors index proid=5 D=1 4| & Prevasmin uporabs digtahi... A

| Fle Edit View Favortes Tools Help

P » P P Republika Slovenija MifiS £

NiESEculitura javnih kljuéev SiVloD-PII

SIMD-PKI > Izdajatelj SIMoD-CA-Restricted > Prevzem in uporaba digitalnih potrdil

Izdajatelj SIMoD-CA-Restricted
Prevzem in uporaba digitalnih potrdil za fiziéne osebe

Digitalna potrdila za fizitne asebe 7, 5 o\zem digitalnega potrdila za fiziéno asebe potrebujete referenéne Stevilke in avtorizacijske kodo. Referenéne Stevilke ste prejeli

Digitalna potrdila za stre3nike, po elektronski podti, avtorizacijsko kodo pa skupaj s pametno kartico v kuverti po podti. Pred pridetkom uporabe je potrebno na delovno
drugo strojno in programsko postajo namestiti &italec pametnih kartic in programsko opremo in sicer v naslednjem vrstnem redu:
opremo

« Gitalec pametnih kartic z gonilnikem,
« program za upravljanje z uporabniskimi parametri pametne kartice (SafelNet Authentication Client ali Gemaltolet. Tool) in
« program za upravljanie z digitalnimi potrdili, podpisovanie in Zifriranje datotek (Entrust Enhanced Security Provider).

Digitalna potrdila za sploine
nazive

Pametna kartica
b Za namestitev programske opreme so potrebne administratorske pravice na delovni postaji. Namestitvene programe v komprimirani

potrdil

Izdajatelj varnih asovnih Zigov
SIMoD-TSA-Restricted

Digitalna potrdila izdajateljev

Prevzem in uporaba digitalnih obliki prenesite na delovno postajo, jih dekomprimirajte in namestite.

Gonilniki za &italce pametnih kartic:
» DKR 730 za Win XP

Registri preklicanih potrdil (CRL)

Movice

Podpora uparabnikom IT
el 00

» Omnikey 3121 za Win XP

» DKR 730 - ZIP za Win7 32 bit (preberi navodilo za namestitev)
» Omnikey 3121 za Win7 32 bit

» Omnikey 3121 za Win7 64 bit

» Gemalto

Podpora za pametne kartice DATAKEY 330 in GEMALTO IDPrime MD 840:
» Safenet Authentication Client 10.4 32 bit 294VG17 NOVO
» Safenet Authentication Client 10.4 64 bit 29AVG17 NOVO

Podpora za pametne kartice DATAKEY 330:

+ Safenet Authentication Client 10.0 32 bit 10AVG16
+ Safenet Authentication Client 10.0 64 bit 10AVG16
»+ Safenet Borderless Security 7.3

Podpora za pametne kartice GEMALTO .NET:

» IDGoB800 - minidriver 32 bit

+ IDGo800 - minidriver 64 bit

+ MS Base Smart Card Crypto Provider za Win XP
+ GemaltoNet.Tool.exe (preberi opombe)

Programska oprema za upravljanje z digitalnimi potrdili:

+ Entrust Enhanced Security Provider 9.3 ZIP 32 bit 31AVG17 NOVOQ
+ Entrust Enhanced Security Provider 9.3 ZIP 64 bit 31AVG17 NOVO
+ Entrust Enhanced Security Provider 9.3 ZIP 32 bit

+ Entrust Enhanced Security Provider 9.3 ZIP 64 bit

+ Entrust Enhanced Security Provider 9.2 ZIP 32 bit

+ Entrust Enhanced Security Provider 9.2 ZIP 64 bit

Za pomot pri namestitvi se obrnite na storitveni center. Postopek namestitve Gitalca pametnih kartic in programske opreme, postopek
prevzema in nekateri naini uporabe digitalnega potrdila za fizitne osebe so opisani v Navodilu za uporabnike digitalnih potrdil - PDF.

Za namestitev opreme so potrebne administratorske pravice na delovni postaji
(administrator ali admin). Uporabniki zato za namestitev kontaktirajte Storitveni center
oziroma lokalno informacijsko podporo. To navodilo predvideva uporabo programske
in strojne opreme v okolju Windows 7 in sporocilni sistem Outlook 2010.

1.1 Namestitev Citalca pametnih kartic

Citalec pametnih kartic je zunanja racunalni$ka enota, ki se priklju¢i na USB vhod. Na
delovnih postajah z operacijskim sistemom WIN 7 predhodno namescanje gonilnikov
praviloma ni potrebno, ker so le ti Ze namesceni.
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http://www.simod-pki.mors.si/index.php?id=36%20,%20Infrastruktura%20javnih%20ključev%20SIMoD-PKI,%20Prevzem%20in%20uporaba%20digitalnih%20potrdil
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Prikljucite Citalec pametnih kartic na prosto USB vti¢nico racunalnika:

Ce operacijski sistem ob prikljucitvi ¢italca pametnih kartic le tega ne zazna oziroma ne
namesti ustreznega gonilnika, ga namestite sami.

Namestitveni  program  prenesite s spletne strani  http://www.simod-
pki.mors.si/index.php?id=36, Infrastruktura javnih kljucev SIMoD-PKl, Prevzem in
uporaba digitalnih potrdil. Tam se nahaja tudi mapa, ki vsebuje zbirko gonilnikov za
razli¢ne Citalce pametnih kartic.

Izberite ustrezen gonilnik za vas Citalec. Nekateri ¢italci imajo oznako na spredniji strani
(npr. DKR 730), nekateri pa na hrbtni strani. Za primer vzemimo C(italec proizvajalca
Omnikey, ki ima na hrbtni strani oznako CardMan 3121. Ustrezen gonilnik zanj je
"HID_OMNIKEY3x21_x86_R1_2 6_5". Prenesite ga na delovho postajo. Pred
namescanjem gonilnika zaprite vsa ostala okna.

Z dvojnim klikom po imenu datoteke se bo sproZila namestitev gonilnika:

. gonilnik £a ditakec ﬂﬂ
élk.—.)l ~ SONICA Tord - Dowrloads - gorink 1a Oimlec - .{a'lmd-.gcﬂr'iczﬂﬁtﬂkf E

Orgafr o nad) Indde nllwary ~  Sharewath »  Bum  New fuider = o= |l @

— Al ame - | Date modided | Type | size

M Deskiop §5eaD_OMNIKEY3x21_xBE R1_2 & 5 21.03. 2016 11:45 Windoves Inssaller P, .. 2,285 KB
& Dovrioads
= Becent Places

4 Lbraries
& Dacumenis
o Music
= Pictures

B voeos

8 Computer
& vocaloesk i)
i Local Disk [0:)
= ]
g% DRODIA [0:)
g PRDIIEKTT (P)
SF SevMO (1)
¥ PROGRAMI (R:)
¥ senicatn? (\Mintmors.

S Mtk

hd 1 | =

1 tem
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Program vprasa, Ce res Zelite zagnati namestitev gonilnika. Potrdite s klikom na "RUN":
x|
Do you want to run this file?

__E[ Mame: ... za dtalec\HID_OMNIKEY3x21_x86_R1_2_6_5.msi
¥5F  Publisher: HID Global

Type: Windows Installer Package

From: C:\Jsersisenicat0o2\Downloads\gonilnik za &taleciH...

Rn | [ Cancel

¥ Always ask before opening this file

| <2 While files from the Intemet can be useful, this file type can
@ patertially ham your computer. Only nun software from publishers
you trust. What 's the risk?

Sledite postopku namestitve gonilnika za ¢italec pametnih kartic. Kliknite "Next >":

{i& HID OMNIKEY 3x21 PC/SC Driver - InstallShield Wizard x|

Welcome to the InstallShield Wizard for HID
OMNIKEY 3x21 PC/SC Driver

The InstallShield(R) Wizard will install HID OMNIKEY 3x21
PC/SC Driver on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

OMNIKEY
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Potrdite licen¢no izjavo in kliknite "Next >":

{i& HID OMNIKEY 3x21 PC/SC Driver - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

End User License Agreement ﬂ

IMPORTANT - CAREFULLY READ ALL THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT (THIS
"AGREEMENT") BEFORE INSTALLING THE SOFTWARE. BY
CLICKING “TACCEPT” AND PROCEEDING WITH THE
INSTALLATION OF THE SOFTWARE YOU ARE INDICATING

THAT YOU HAVE READ, UNDERSTAND AND ACCEPT THIS
AGREEMENT. AND THAT YOU AGREE TO BEBOUNDBY ITS  ~I

(% 1 accept the terms in the license agreement: Print
(" I do not accept the terms in the license agreement

InstalisShield

< Back Next > Cancel I

Za namestitev gonilnika za ¢italec pametnih kartic kliknite "Install":

i HID OMMNIKEY 3x21 PC/SC Driver - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back, Click Cancel to
exit the wizard,

Install5hield

Cancel
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Pocakajte, da se namestitev konca:

i@ HID OMNIKEY 3x21 PC/SC Driver - InstalliShield Wizard

Installing HID OMNIKEY 3x21 PC/SC Driver

=101

The program features you selected are being installed.

Please wait while the Installshield Wizard installs HID OMMIKEY 3x21 PC/SC
Driver. This may take several minutes.

Status:

Install5hield

< Back [ e

S klikom na "Finish" zakljuéite namesc¢anje gonilnika za Citalec pametnih kartic:

i@ HID OMNIKEY 3x21 PC/SC Driver - InstallShield Wizard x|

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed HID
OMMIKEY 3x21 PC/SC Driver, Click Finish to exit the wizard.

OMNIKEY

= Bach

Zance| |

Ce je bila namestitev gonilnika in ¢italca pametnih kartic pravilna, bo na ¢&italcu
zasvetila zelena Iuc.
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Priporocljivo je, da namestitev gonilnika preverite tudi v sistemskih nastavitvah.
Pojdite v meni Start, desno kliknite "Control Panel", nato "Hardware and Sound", v
skupini "Devices and Printers" dalje kliknite " Device Manager ". Ustrezno namescen
gonilnik je uvrs¢en na seznam vseh gonilnikov brez opozorilnih oznak.

2 Device Manager l 2.

Fle Action View Help

e dbcliell - e T

- a mo-503506
N Computer
ca Disk deives
g Display adapters
3 DVD/CD-ROM drives
0»' Hurman Interface Devices

g IDE ATAJATAP] controlierns
— Keyboards

[3 Mice and other pointing devices
!- Monitors
i‘ Network adapters
T§ Ports (COM & LPT)
n Processon
T Smart card readlers
) Aladdn FD Handler

-

j Raenbow Key Vitual Resder
3 Ranbow Key Virtual Reader
& Sound, video and game controliers
B Gygtern devices
§ Universal Send Bus controllers
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1.2 Namestitev programa za podporo pametne kartice SafeNet
Authentication Client

V tem poglavju je opisana namestitev programske opreme SafeNet Authentication
Client 10.4 za podporo pametni kartici:

e DATAKEY CIP 330 (starejSe):
e GEMALTO IDPrime MD 840 (nove)

OPOMBA: Nekaj uporabnikov ima pametne kartice GEMALTO IDPrime. NET 510. Pametna
kartica GEMALTO IDPrime .NET 510 za svoje delovanje potrebuje mini gonilnik IDG0800.

Na racunalnikih, kjer se bo uporabljala samo kartica GEMALTO IDPrime .NET 510, namestite
samo IDG0800, ne namescati SafeNet Authentication Client. Na racunalnikih, ki jih uporablja
veC ljudi, ki imajo bodisi kartice DATAKEY ali GEMALTO IDPrime MD 840 bodisi GEMALTO
IDPrime .NET 510, je potrebno namestiti SafeNet Authentication Client in IDG0o800 on sicer v
vrstnem redu najprej SafeNet Authentication Client nato IDGo800.

Za upravljanje s pametno kartico GEMALTO IDPrime .NET 510, kot sta npr. operaciji menjave
gesla ali pregled vsebine pametne kartice, je potreben izvrsljiv program Gemalto.NETTool.exe.
Uporabniku program Gemalto.NETTool.exe enostavno prenesite na namizje ali v Zeleni imenik.

Program SafeNet Authentication Client 10.4 deluje kot programski vmesnik (ang.
middleware) med pametno kartico in aplikacijami, ki uporabljajo digitalna potrdila.
Poskrbi, da so digitalna potrdila na pametni kartici objavljena v skladis¢u digitalnih
potrdil operacijskega sistema (MS Certificate Store), od koder jih crpajo aplikacije.
Program omogoca tudi nastavitev in spremembo uporabniskega gesla za aktivacijo
pametne kartice ter incializacijo pametne kartice.

Program SafeNet Authentication Client 10.4 se nahaja na spletni strani
http://www.simod-pki.mors.si/index.php?id=36, Infrastruktura javnih klju¢ev SIMoD-
PKl, Prevzem in uporaba digitalnih potrdil.
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Namestitev zazenite s klikom na verzijo, ki ustreza vaSsemu operacijskemu sistemu
obicajno 32 bit) in potrdite s klikom na "Run":

' : =10l =
@;v I@ http: .simod-pki.mors. sifindex. php?id=36 ,Oj #4 (2 Prevzemin uporaba digitalni... % |_| A

J File Edit View Favorites Tools Help

enija Ministrsitvo

1 11 . =] English

Najdi »

» Izdajatelj SIMoD-CA-Restricted

Prevzem in uporaba digitalnih potrdil za fiziche osebe

ZIEE b pE i = B aeElie Za prevzem digitalnega potrdila za fizi€no osebo potrebujete referenéno Stevilko in avtorizacijsko kodo. Referenéno Stevilko ste prejeli

Digitalna potrdila za streZnike, po elektronski podti, avtorizacijsko kode pa skupaj s pametno kartico v kuverti po posti. Pred pri¢etkom uporabe je potrebno na delovno
drugo strojno in programsko postaje namestiti éitalec pametnih kartic in programsko epremo in sicer v naslednjem vrstnem redu:
opremo

= Eitalec pametnih kartic z gonilnikom,
+ program za upravljanje z uporabnigkimi parametri pametne kartice (SafeNet Authentication Client ali GemaltoNet. Tool) in
+ program za upravljanje z digitalnimi potrdili, pedpisovanje in Sifriranje datotek (Entrust Enhanced Security Provider).

Digitalna potrdila za sploZne
nazive

Pametna kartica

Za namestitev programske opreme so potrebne administratorske pravice na delovni postaji. Namestitvene programe v komprimirani
in up: i il obliki prenesite na delovno postajo, jih dekomprimirajte in namestite.

potrdil

Izdajatelj varnih Easounih Figov
SIMoD-TSA-Restricted

Gonilniki za &italce pametnih kartic:

» DKR 730 za Win XP

v Omnikey 3121 za Win XP

» DKR 730 - ZIP za Win7 32 bit {preben navodilo za namestitev)
v Omnikey 3121 za Win7 32 bit

v Omnikey 3121 za Win7 64 bit

v Gemalto

Podpora za pametne kartice DATAKEY 330 in GEMALTO IDPrime MD 840:
t 29AVG17 NOVO
t 29AVG17 NOVO

Podpora za pametne kartice DATAKEY 330:
+ Safenet Authentication Client 10.0 32 bit 10AVG16
+ Safenet Authentication Client 10.0 64 bit 10AVG16

+ Safenet Borderless Security 7.3

Podpora za pametne kartice GEMALTO .NET:
+ INGARAN - minidriver 32 hit

Do you want to run or save SAC_29AVG17-x32-10.4.msi (10,8 MB) from simod-pki.mors.si?

[ Thic huna of filn could harm your computer. _lll _I
http:,.',u’wu\'w.simod-pki.mors.siﬁndex.php?id=52[ ¥ P — — =

Ignorirajte varnostno opozorilo, kliknite »Run«:

The publisher of SAC_29AVG17-x32-10.4.msi couldnt be verified. Are you sure you want to run the program?

@ Learn more

Run View downloads
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Sledite postopku namestitvenega programa. Kliknite "Next >":

jiz safelet Authentication Client 10.4 Setup X|

Welcome to the SafeNet Authentication
Client 10.4 Installation Wizard

The Setup wizard will install SafeMet Authentication
Client 10.4 on your computer. To continue, click
Mext.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

<&

gemalto

= Back I Mext = I Cancel |

Izberete Zaljeni jezik. Kliknite "Next >":

i'-.% Safetet Authentication Client 10.4 Setup x|
Interface Language l: .
Select the inteface language. m O

English -

Installshield

< Back I Mext = I Cancel
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Potrdite licen¢no izjavo in kliknite "Next >":

i'-..‘!:“ Safelet Authentication Client 10.4 Setup ﬁl

License Agreement I: u
Please read the following license agreement carefully. g O

SAFENET SOFTWARE LICENSE TERMS il
SafeMNet Authentication Client

Legal notice:

SafeMNet software is not sold; rather, copies of SafeNet software are

licensed all the way through the distribution channel to the end user.
UMLESS ¥OU HAVE AMOTHER AGREEMENT DIRECTLY WITH SAFEMET THAT
CONTROLS AMD ALTERS YOUR USE OR DISTRIBUTION OF THE SAFEMET
SOFTWARE, THE TERMS AND COMNDITIONS OF THE APPLICABLE LICEMSE ;I

& | accept the license agreement
" | do not accept the license agreement

InstalShield

< Back I Mext = I Cancel I

Potrdite privzeto namestitveno mapo "c:\Program Files\SafeNet\Authentication\" s
klikom na "Next >":

fif Safelet Authentication Client 10.4 Setup |
Destination Folder

Click Mext to install to this folder, or click Change to install to mlto

a different folder.

[:7 Install SafeMet Authentication Client 10.4 to:
C:\Program Files\SafeMet\Authentication’ Change. .. |

Instal5hield

< Back I Mext = I Cancel
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Potrdite nacin namestitve »Typical«, kliknite »Next>«:
x
Setup Type I:O.
Select the installation type. g

Standard installation. Includes implementation and user
interface for all eToken and iKey tokens.

Use this option to choose which middleware features
you want installed. Recommended for advanced users.

InstallShield

< Back I Mext = I Cancel

Potrdite zacetek namestitve, kliknite »Install«:

x
The wizard is ready to begin installation. g I:O

Click Install to begin the installation.

If vou want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

InstalShield

< Back I ) Install I Cancel
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Sledijo okna z obvestili o poteku namestitve. Pocakajte, da se namestitev konca:

fif SafeNet Authentication Client 10.4 Setup =10 x|
Installing SafeNet Authentication Client 10.4 II:O.

The program features you selected are being installed.

Ad| Please wait while the InstallShield Wizard installs SafeMet
Authentication Client 10.4. This may take several minutes.

Status:
Installing eToken drivers

. |

Install5hield

= Back = | Cancel I

S klikom "Finish" zakljucite namesc¢anje:

jig SafeNet Authentication Client 10.4 Setup : x|

SafeNet Authentication Client
10.4 has been successfully
installed.

Click Finish to exit Setup.
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Potrdite poziv k ponovnemu zagonu racunalnika, kliknite »Yes«:

fid Installer Information =l

You must restart your system for the corfiguration changes made
to the SafeMet Authentication Client 10.0to take effect. Click
Yes to restart now or Mo i you plan to restart manually later.

Po namestitvi se v orodni vrstici pojavi nova ikono z imenom " SafeNet Authentication
Client":

e s T

! [
SafeMet Authentication Client |

[Epa s
2 05:24
J SLIA 2@ % () B o 01

Do programa pridete tudi z zaporednimi kliki na "Start", "All Programs", "SafeNet" in "
SafeNet Authentication Client ".

-
o

oy
(2l
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1.3 Namestitev programa za upravljanje z digitalnimi potrdili Entrust
Entelligence Security Provider

Entrust Entelligence Security Provider je program za upravljanje z digitalnimi potrdili.
Omogoca prevzem digitalnih potrdil (Entrust Entelligence, Enroll for Entrust Digital ID),
obnovo digitalnih potrdil (Entrust Entelligence, Recover for Digital ID) in avtomatsko
ponovno izdajo digitalnih potrdil (Entrust Digital ID Update).

Vsebuje tudi iskalnik digitalnih potrdil (Entrust Entelligence, Entrust Certificate
Explorer) in orodje za Sifriranje in digitalno podpisovanje datotek.

Namestitev programa zazenemo s klikom na " Entrust Enhanced Security Provider
X.X'": glede na vrsto operacijskega sistema izberemo 32-bitno ali 64-bitno verzijo:

/B Prevzem in uporaba digitalnih potrdil - Windows Internet Explorer by SIK -0l x|

e
(AT M EI D x| #2| & prevzemin uporaba digitalni.. | | o o e

od-pki.mors.sifindex.php?id

tani
J File Edit View Favorites Tools Help

Bl Kazalo

(=5 English

SIMoD-PKI > Izdajatelj SIMoD-CA-Restricted > Prevzem in uporaba digitalnih potrdil Najdi»

+ Tzdajatelj SIMoD-CA-Restricted

Izdajatelj SIMoD-CA-Restricted B . . ; -
Prevzem in uporaba digitalnih potrdil za fizi€ne osebe

| partalnaluotul sl e sels Za prevzem digitalnega potrdila za fiziéno osebo potrebujete referenéno Stevilko in avtorizacijsko kodo. Referenéno Stevilko ste prejeli

Digitalna potrdila za streZnike, po elektronski podti, avtorizacijsko kodo pa skupaj s pametno kartico v kuverti po poéti. Pred pri¢etkom uporabe je potrebno na delovno

drugo strojno in programsko postajo namestiti italec pametnih kartic in programsko opremo in sicer v naslednjem vrstnem redu:
opremo

» {italec pametnih kartic z gonilnikom,
= program za upravljanje z uporabniSkimi parametri pametne kartice (SafeNet Authentication Client ali GemaltoNet. Tool) in
= program za upravljanje z digitalnimi potrdili, podpisovanje in Sifriranje datotek (Entrust Enhanced Security Provider).

Digitalna potrdila za splosne
nazive

Pametna kartica

Za namestitev programske opreme so potrebne administratorske pravice na delovni postaji. Namestitvene programe v komprimirani
Prevzem in uporaba digitalnih wobliki prenesite na delovno postajo, jih dekomprimirajte in namestite.
potrdil

Izdajatelj varnih £asovnih Zigov
SIMoD-TSA-Restricted

Gonilniki za Citalce pametnih kartic:

+ DKR 730 za Win XP

+ Omnikey 3121 za Win XP

+ DKR 730 - ZIP za Win7 32 bit {preberi navodilo za namestitev)
+ Omnikey 3121 za Win7 32 bit

+ Omnikey 3121 za Win7 64 bit

+ Gemalto

igitalna potrdila izdajatelj

Registri preklicanih potrdil (CRL)

Podpera za pametne kartice DATAKEY 330 in GEMALTO IDPrime MD 840:
+ Safenet Authentication Client 10.4 32 bit 29AVG17 NOVO
+ Safenet Authentication Client 10.4 64 bit 29AVG17 NOVO

Podpora za pametne kartice DATAKEY 330:

+ Safenet Authentication Client 10.0 32 bit 10AVG16
+ Safenet Authentication Client 10.0 64 bit 10AVG16
+ Safenet Borderless Security 7.3

Podpora za pametne kartice GEMALTO .NET:

+ IDGo800 - minidriver 32 bit

+ IDGo800 - minidriver 64 bit

+ MS Base Smart Card Crypto Provider za Win XP
+ GemaltoMet.Tool.exe (preberi spombe)

+ Entrust Enhanced Security Provider 9.3 ZIP 32 bit

+ Entrust Enhanced Security Provider 9.3 ZIP 64 bit
+ Entrust Enhanced Security Provider 9.2 ZIP 32 bit
+ Entrust Enhanced Security Provider 9.2 ZIP 64 bit

Za pomot pri namestitvi se obrnite na storitveni center. Postopek namestitve &italca pametnih kartic in programske opreme, postopek
prevzema in nekateri nagini upcrabe digitalnega potrdila za fizi€ne osebe so opisani v Navodilu za uporabnike digitalnih potrdil - PDF.

http: /fwwwww. mors. sif

! Praviloma namestimo zadnjo verzijo programske opreme, objavljeno na spletni strani.
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in nato kliknemo "Open":

Internet Explorer x|

What do you want to do with EESP93_AVG17_32bit.zip?

Size: 10,1 MB
Fram: www.simod-pki.mors. si

=% Open
The file won't be saved automatically.

=5 Save

= Save as

Cancel |

Z dvoklikom na "setup" zazenite namesc¢anje programa:

=01x]

" e -
T | {, ~ Content.IE5 = 5UHOSBCA ~ EESP93_AVG17_32bit.zip - |E|| Search EESP93_AVG17_32bit.zip [:]‘
Organize =  Extractall files = = [ @

. s = .
7 Favorites =1 MName Type | Compressed size | Password p... |
B Desktop | ] avei7.mst MST File 4KB Mo
4 Dowrloads ﬁ! eespwin32.msi Windows Installer Package 10.367KE Mo
=i Recent Places BB setup.exe Application
H Libraries 4 | setup.ini Configuration settings 1KB Mo
18 Computer
&, s15TEM (C2)
—a PODATKI (D)
GO SK(N)  —
L® ORODIA (0:)
® PROJEKTI (P:)
L SMYMO (Q:)
@ PROGRAMI (R x| 4] | |
- setup.exe Compressed size: 25,6 KB Ratio; 58%
. I Size: 60,3 KB Date modified: 28.07.2015 12:17
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Sledite postopku namestitvenega programa. Kliknite "Next >":

iix Entrust Entelligence Security Provider 9.3 for Windows =01 x|

Welcome to the Entrust
Entelligence Security Provider 9.3
for Windows Setup Wizard

The Setup Wizard will install Entrust Entelligence Security
Provider 9.3 for Windows on your computer. Click Mext to
continue or Cancel to exit the Setup Wizard.

Back: Mext Cancel

Potrdite licen¢no izjavo in kliknite "Next >":

il Entrust Entelligence Security Provider 9.3 for Windows o [m] S
End-User License Agreament
Flease read the following license agreement carefully

ATTENTION: THIS IS A LICENSE, NOT A SALE. THIS SOFTWARE ﬂ
15 PROVIDED UNDER THE FOLLOWING LICEMSE THAT DEFINES
VWHAT YOU MAY DO WITH THE SOFTWARE AND CONTAINS
LIMITATIONS ON REPRESENTATIONS, WARRANTIES,

CONDITIONS, REMEDIES, AND LIABILITIES. IF YOU OBTAINED

THIS SOFTWARE IN THE UNITED STATES, “ENTRUST” SHALL

MEAN ENTRUST, INC. IF YOU OBTAINED THIS SOFTWARE

OUTSIDE OF THE UNITED STATES, “ENTRUST™ SHALL MEAN
ENTRUST LIMITED. “AFFILIATES” OF ENTRUST SHALL MEAN

ALL CORPORATIONS CONTROLLED DIRECTLY OR INDIRECTLY BY »|

¥ 1 accept the terms in the License Agreement

Print Back Mext Cancel |
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Izberite obi¢ajno namestitev "Typical" :

iz Entrust Entelligence Security Provider 9.3 for Windows =101 x|

Choose Setup Type
Choose the setup type that best suits your needs

Typical |

Installs the most common program features. Recommended for most users,

Custom |

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users,

Complete |

All program features will be installed. Reguires the most disk space.

Back [ Cancel

S klikom "Install" boste dejansko sprozili namescéanje programskih datotek:

i'._w!,'J Entrust Entelligence Security Provider 9.3 for Windows = 0] x|

Install Entrust Entelligence Security Provider 9.3 for Windows Q

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back I Install I Cancel
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Pocakajte, da se namestitev konca:

i'._¥ Entrust Entelligence Security Provider 9.3 for Windows - | I:Ilil

Installing Entrust Entelligence Security Provider 9.3 for Windows

Please wait while the Setup Wizard installs Entrust Entelligence Security Provider 9.3 for
Windows,

Status:
|

Back ek | Cancel

ter s klikom "Finish" zakljucite namescanje programa:

i Entrust Entelligence Security Provider 9.3 for Windows 10| x|

Completed the Entrust Entelligence
Security Provider 9.3 for Windows
Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back I Finish I Zance|
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2. Prevzem digitalnega potrdila

2.1 Preverjanje delovanja cCitalca pametne kartice in pametne kartice

Digitalno potrdilo lahko prevzamete, ko po navadni posti prejmete avtorizacijsko kodo,
po elektronski posti pa referencno Stevilko. Prevzem digitalnega potrdila mora biti
izveden v uporabniskem okolju, to pomeni, da morate imeti na delovni postaji
namesceno namensko programsko opremo iz poglavja 1 Namestitev strojne in
programske opreme.

Pametno kartico vstavite v Citalec tako, da je Cip obrnjen navzgor. Kartico v rezo
potisnite do konca. Ko jo Citalec zazna, lucka izmeni¢no utripa zeleno in rdece (pri
nekaterih Citalcih je indikacija lahko drugacna).

DKR 730
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2.2 Pravilna nastavitev programa za podporo pametne kartice
SafeNet Authentication Client

Pred prevzemom in uporabo digitalnega potrdila je potrebno preveriti parameter
"SAC, Tools, Client Settings, Advanced, Automatic logoff after token inactivity (in
minutes): Always". To storimo npr. z desnim klikom po ikoni " SafeNet Authentication

Client", " Tools ":

About

Change Token Password
Certificate Information

Exit

i

= B
e |.r 13.10.7016

nato kliknemo na "Client Settings" in na novem pogledu izberemo zavihek
"Advanced". Parameter "Automatic logoff after token inactivity (in minutes)": mora
biti nastavljen na "Always". V primeru, da ni nastavljen na "Always" parameter
nastavimo na "Always" in nastavitev shranimo z pritiskom na gumb "Save".

€ safelet Authentication Client Tools o ] 1|

SafeNet Authentication Client @012 e

:?;' SafeNet Authentication Client Tools Password Quality

Elé Tokens
-4 BITAID miniLector EVO 0

- v fi
EI* SIMoD-PKI pametna kartica, 10.4 ¥ Copy user certfficates to the local store.

[¥ Copy CA certificates to the local stors.
¥ Enable single logom.
I Enable single logon for PKCS#11.

V¥ Allow password quality corfiguration on token after initialization.
[+ Allow only an administrator to configure password quality on token.
Show application tray icon:

I Automatic logoff after token inactivity (n minutes):

Enable Logging Save | Discard

© GEMALTO0.COM

Infrastruktura javnih klju¢ev na MO, Navodilo za namestitev strojne in programske opreme ter uporabo osnovnih storitev
Ver. 1.3, 28. Septemeber 2017

21



2.3 Zacetna dolocitev gesla za pametno kartico DATAKEY 330

Od overitelja digitalnih potrdil na MO ste prejeli inicializirano pametno kartico s
privzetim geslom, ki ga morate ob prvi uporabi spremeniti. Ko prvic¢ vstavite pametno
kartico v Citalec, se pojavi poziv k spremembi privzetega gesla, kliknite »OK«:

Password Security: SIMOD-PKI pametna kartica x|

I_\ For security reasons, you must change the Taken Passward,

Cancel |

V polje "New Token Password:" vnesite geslo, ki ga boste uporabljali za aktivacijo
pametne kartice, potrdite v polju "Confirm Password:". Uporabnisko geslo mora
zadostiti zahtevam:

- dolzina mora biti od 8 do 20 znakov,
- vsebovati mora vsaj eno veliko in eno malo ¢rko,
- vsebovati mora vsaj eno Stevilo in vsaj en znak.

x
SafeNet Authentication Client gemalto’

Cument Token Password: I'"-""u

Mew Token Password: I

Corffirm Password: I |

oy
Sz

The new password must comphy with the quality settings defined on the token.

A secure password has at least & characters, and contains uppercase letters, lowercase letters,
numerals, and special characters (such as |, 5, &, %).

Current Language: 5L

The password must comply with the quality settings.

[ Cancel

Kliknite »OK«.
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2.4 Dolocitev gesla za pametno kartico GEMALTO IDPrime MD 840

Od overitelja digitalnih potrdil na MO ste prejeli inicializirano pametno kartico z
naklju¢nim geslom, ki ga morate ob prvi uporabi spremeniti.

Do funkcij upravljanja s pametno kartico pridemo z desnim klikom po ikoni " SafeNet
Authentication Client " in izberemo "Tools":

About

Change Token Password
Certificate Information

Exit

TETET
i - ! 310,205

Odpre se okno SafeNet Authentication Client. Oznacdite pametno kartico in kliknite
»Change Token Password« :

€ safelet Authentication Client Tools

gemalto

SafeNet Authentication Client 2012a

\ / BIT4ID miniLector EVO 0 /

Rename Token
?Eﬂ:{]_ljhl pametna kartica, r— ey Tkem Pzl
f-'l- Unlock Token

® Delete Token Content
p View Token Info

Dizconnest Safet et Witwal Token

& GEMALTO.COM
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Pojavi se pojavno okno:

x|
SafeNet Authentication Client gemalto’

Cument Token Password: ||

Mew Token Password: I

Confirm Passwaord: I

The new password must comphy with the quality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lowercase letters,

numerals, and special characters (such as |, §, #, ).

Current Language: SL

Enter your cumrent password.
o]

Cancel

V polje »Current Token Password« vpisSite trenutno geslo. V polje "New Token
Password:" vnesite geslo, ki ga boste uporabljali za aktivacijo pametne kartice. Geslo

potrdite v polju "Confirm Password: ". Zaklju¢imo s klikom na »OK«.

Uporabnisko geslo mora biti dolgo vsaj 6 znakov.

@ Change Password: SIMoD-PKI pametna kartica, 10.4

x|

SafeNet Authentication Client gemalto’

Cument Token Password: Ii"""u

MNew Token Password: Iunnn-

Confim Password: Ii""""|

The new password must comply with the guality settings defined on the token.

A secure password has at least 8 characters, and contains uppercase letters, lower-case letters,

numerals, and special characters (such as |, 5, &, ).

Current Language: SL

o]

Cancel
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2.5 Prevzem digitalnega potrdila

Za prevzem digitalnega potrdila potrebujete referenéno Stevilko in avtorizacijsko kodo.
Referenéno Stevilko ste prejeli po elektronski posti, po navadni posti pa ste prejeli
avtorizacijsko kodo.

Prevzem pricnite s klikom na "Start", "Programs", "Entrust Entelligence" in dvoklikom
na vrstico "Enroll for Entrust Digital ID":

| I ot I |
. Accessories ﬂ r
| CCleaner
|| Citrix
| Citrix Aplikacije
.. Entrust "
POKLIC Ana

| Entrust Entelligence
Change Entrust Smart Card FIN

Documents
& Enroll for Entrust Digital ID. |
Entrust Certificate Explarer Pictures
&5 Recover Entrust Digital ID
2 Reset Entrust Smart Card PIN Music
. Games
. Java Computer

Pojavi se okno pozdravno okno programa za prevzem digitalnega potrdila. Za
nadaljevanje postopka kliknite "Next >":

&" Enroll for Entrust Digital ID Wizard x|

Welcome to the Enroll for Entrust
Digital ID Wizard

An Entrust digital ID may enable you to encrypt, digitalhy sign.
and autherticate file, e-mail, Web, and Vitual Private Netwaork
(WPN)transactions. “our administrator will detemmine the
functionality of vour Entrust digital (D

The Enrall far Entrust Digital 10 Wizard helps you:
- create an Entrust digital 1D

- save the Entrust digital |0 on your computer, ina
Directory, and.for on @ smart card

i) Ifyou are enrolling with a smart card, insert the smart card
into the reader.

To continue, click Mext.

< Back Cancel
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V oknu za vnos prevzemnih podatkov v polje "Reference Number" vpisite referencno
Stevilko, v polje "Authorization code" pa avtorizacijsko kodo. Kliknite "Next>":

& Enroll For Entrust Digital ID X

Specify your activation codes
The wizard needs to know pour activation codes 2o that it can enmall for an Entruast

digital 1D that is right for pou,

Enter pour reference number and authorization code:

Bieference number; IEBEEH 473

Suthorization code; INEE-E! AR-DILZA

jr"’ our administrator should have provided these values to you [for example,
reference number; 914807170 and authorization code: CRT.J-3W0R-AFHS].

< Back I et > I Cancel

Namestitveni program vam ponudi pametno kartico, na katero boste prevzeli digitalno
potrdilo. V primeru, da imate na ra¢unalnik prikljuéen samo en ¢italec in eno pametno
kartico, kliknite "Next >"; ¢e imate vec Citalcev in ve€ pametnih kartic, pa preverite
izbiro in po potrebi zamenjajte ponujeno pametno kartico in kliknite "Next >":

& Enroll for Entrust Digital ID Wizard

x|
Specify a smart card
The wizard needs to know which smart card it should use to store your Ertrust

digital 1D

Choose a smart card from the following list:

OMMIKEY CardMan 2020 0 — Datakey I

Jrj One of the smart card names in this list should match the smart
card you wish to use. if not, please insert smart card.

< Back Nent = Cancel
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Se enkrat potrdite namero za prevzem digitalnega potrdila z"Next >":
&' Enroll for Entrust Digital ID Wizard x|

Confirm Entrust Digital 1D Enrollment Q

Entrust is now ready to enroll for your Entrust digital 1D

Click the Mext button to enroll for your Entrust digital 1D,

,,jr} Your administrator may have caonfigurad your enrallment to display dialog boxes
from other vendors. For example, Microsoft or smart card vendors' dialog boxes
may appear while using this part of the enrollment wizard.

< Back

Namestitveni program si z izdajateljem digitalnih potrdil izmenja dolo¢ene podatke,
zato pocakajte na naslednji korak.

& Enroll for Entrust Digital ID ﬂ

Confirm Entrust Digital 1D Enrollment
Entrust iz niow ready to enrall for pour Entrust digital 10

Erralling for Entruszt digital 1D please wait.

I

Fietrieving policy certificates...

i) ‘Wour adminiztrator may have configured your enrallment to dizplay dislog boxes
from other vendors. For example, Microzoft and/or smart card vendor's dialog
boxes may appear during thiz part of the enrallment wizard,

¢ Back Hest > Cance|
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Ko se pojavi okence "Token Logon", vpiSite vase uporabnisko geslo za dostop do
pametne kartice in pritisnite "OK":

&' Enroll for Entrust Digital ID Wizard x|

Confirm Entrust Digital 1D Enrollment
I-!: 1ot e msr rn:!:htrm arirall far vnr Ertnact Ainitsl 1D ‘n!‘
x|
SafeNet Authentication Client gemalto

Erter the Token Password

Token Mame: I SIMOD-PKI pametna kartica

Token Password: Il

Current Language: SL

ok | cancal |

¢ Back [HiExt | [Cancel |

Zacne se postopek vpisovanja digitalnih potrdil na pametno kartico, ki lahko traja nekaj
minut.

Ko je zapisovanje digitalnih potrdil na pametno kartico kon¢ano, kliknite "Finish":

& Enroll for Entrust Digital ID |

Completing the Enroll for Entrust
Q Digital ID Wizard

The Enrall for Entrugt Digikal 1D wWizard has completed:

- creating vour Entrust digital D
- zaving the Entrust digital ID on pour computer, in a
Directory, and/or an a smart card

Your Entruzt digital ID may now be uzed to encrypt, digitally zign,
and/or authenticate tranzactions. Your administrator has
canfiqured the specific functionality of your Entrust digital 1D,

To cloze this wizard, click Finizh,

< Biack LCanzel
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2.6 Inicializacija pametne kartice DATAKEY 330

Ob inicializaciji pametne kartice dolo¢imo njene parametre in ponovno nastavimo geslo za
njeno aktivacijo. Inicializacijo obi¢ajno naredimo, ¢e smo pozabili geslo za aktivacijo
pametne kartice. Inicializacijo izvedemo samo za pametne kartice DATAKEY 330.

OPOZORILA: Ob inicializaciji se vsebina pametne kartice zbriSe — digitalna potrdila in
zasebni kljuci se nepovratno izgubijo!

Inicializacijo naj uporabniki izvedejo samo v izjemnih okoli$¢inah po navodilu
Storitvenega centra ali osebja overitelja digitalnih potrdil.

ZazZenite program SafeNet Authentication Client, Tools (Start, All Programs, SafeNet,
SafeNet Authentication Client, SafeNet Authentication Client Tools ali z dvojnim klikom

po ikoni “= ali desnim klikom po ikoni ** nato izberite Tools).

3
Izberite Citalec z vstavljeno pametno kartico, nato kliknete na ikono \"“} , "Advanced
View":

SISIE
gemalto
SafeNet Authentication Client api2?e

Advanced View

Gemalto USE Smart Card
\ / Reader 0 Rename Token

SIMOD-PKl pametna kartica *kikk Change Token Password

Unlock Taken

Delete Token Content

View Token Info

Disconnect Safelet eToken Yirtuzl

| |

) GEMALTO0.COM
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Odpre se nov pogled:

© safeet Authentication Client Tools

SafeNet Authentication Client

=101 ]

gemalto’

20128

:-;' SafeNet Authentication Client Tools

E) ‘; Tokens

i Gemalto USB Smart Card Reader 0
¥ SIMOD-PKI pametna kartica

-,ﬁ Settings

----- 10% Client Settings

GERENPESE 2O

Token name
Token categony
Reader name
Serial number
Total memory capacity
Free space
Hardware version
Firmware version
Card ID

Product name
Model

Card type

05 version

Mask version
Calor

Supported key size
Token Password

SIMOD-PKI pametna kartica
Hardware

OMNIKEY CardMan 2210
(30300994

32768

DKCCOS V6.0
N/A

N/A

2048 bits
Present

Token Password retries remainina . 10

|»

® GEMALTO.COM

S klikom na plus - ali minus

= raz$irjamo in zozujemo pogled. Razsirite pogled tako,

da bo vidno ¢im vec podatkov. Iz slike je razvidno, da imamo pametno kartico z
imenom "SIMOD-PKI pametna kartica". Predefinirana imena pametnih kartic DATAKEY
so tudi "Token" ali "Dkccos 6.0 Token" ali kaj drugega.
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Kartico inicializirate tako, da kliknete na ikono "Initialize Token":

© safeliet Authentication Client Tools

SafeNet Authentication Client

o [ S

gemalto’

01?26

E‘ SafeMet Authentication Client Tools
:Ig; Tokens
; Gemalto USB Smart Card Reader 0

SIMOD-PKI ket Tokien nime
b -. pametna kartica Token category
# Settings
--408% Client Settings SEEEE
e Serial number

Total memary capacity

Free space
Hardware version

Firmware version

Card ID

Product name

Model
Card type

05 version

Mask version

Color

Supported key size

Token Password

F FEN PEIMRBO

SIMOD-PKI pametna kartica
Hardware

OMNIKEY CardMan 2210
(30300994

32768

31555

06

0.6

30300934

Datakey 330

Datakey M 330

DKCCOS

DKCCOS V6.0

N/AA

NAA

2048 bits

Present

Token Password retries remainina 10

) GEMALTO0.COM

Prikaze se opozorilo, da bo vsebina pametne kartice izbrisana. Potrebno je spremeniti
nacin inicilazacije na e Configure all initaialization setting and policies, nato kliknite

»«Next«>:

€ Initialize Token - Initialization Options

SafeMNet Authentication Client

Waming!

gemalto

This operation will delete all token content.

Please choose the way you want to inttialize the token:

™ Preserve the token settings and policies

F: Caonfigure all initiglization settings and policies |

x|

< Back

Next = Eitwzk

Cancel
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Odpre se okno za dolocitev gesla:

x|
SafeNet Authentication Client gemalto’

Token Mame: SIMOD-P K] pametna kartica

r Create Token Password

Mew Token Password:

I----------
Confim Password: Illlliiiill
Logon retries before token is locked: 10 _I

[T Token password must be changed on first logon

r Create Adriniztratar Pazswaord:

[T Create Adminiztrator Password: I
Corfirn Password: I

Logon retries before token iz locked: |1: _Ij

Cument Language: 5L

< Back I Med = I Eirizh Cancel

V polju "Token Name:" lahko spremenite ime pametne kartice; predlagamo vase ime in
priimek, a brez uporabe Sumnikov.

V polje "New Token Password:" vnesite geslo, ki ga boste uporabljali za aktivacijo
pametne kartice. Izbiro gesla potrdite v polju "Confirm Password: ". Uporabnisko geslo
mora zadostiti zahtevam:

- dolZzina mora biti od 8 do 20 znakov,
- vsebovati mora vsaj eno veliko in eno malo ¢rko,
- vsebovati mora vsaj eno Stevilo in vsaj en znak.

Predlagamo, da ne spreminjate izbire O pred "Token Password must be changed on
first logon". Nato lahko kliknete »Finish«, ¢e pa Zelite pregledati ali spremeniti
nastavitve kvalitete gesla, kliknete "Next >".
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V oknu z nastavitvami kvalitete gesla ne zmanjsujte zahtev za geslo, kliknite »Finish«:

x|
SafeNet Authentication Client gemalto’

¥ Enforce pazsword quality settings [recommended)

Minimum length (characters): ::I
Maximum length {characters); |'|'E =
Minimum usage period (days): Iﬂ' ::I
Maimum usage perod (days): Iﬂ' ::I
Expiration waming period {days): Iﬂ' =
Histary size: |1ﬂ' =
Maximum consecutive repetitions: Iﬂ' ::I
Must meet complexity requirements: IManuaI j

Manual Compledty Rules

Uppercase letters: II"-"Iandator'_.r "I Numerals: Il"-"landator'_.r vI
Lowercase letters: IMEII‘IdEItDr'_-' "I Special characters: IMandator-_.r vI

<Back [ Heis | Fsh | Cancel |

Sledi opozorilo, da bo inicializacija izbrisala vsebino pametne kartice. Potrdite z »OK«:
x

WARNING.

: The token initialization process will delete all token content and
reset all token parameters, Click '0K to continue,

Pocakajte, da se izvede postopek inicializacije. Potek je predstavljen z indikatorjem:

x

Initializing token. ..

. sz

Warning: Do not remove the token.
Removing the token during this operation will damage it.
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Po uspesni incializaciji se pojavi obvestilo: "Token initalization successfully.", ki ga

potrdimo z na »OKx«:

Initialize Token x|

:' Token initialized successfully.

Pametna kartica je pripravljena za prevzem digitalnega potrdila.
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2.7 Odklepanje pametne kartice GEMALTO IDPrime MD 840 in
ponastavitev pozabljenega gesla

OPOZORILO: Pametna kartica GEMALTO IDPrime MD 840 se po treh nepravilnih
poskusih vnosa gesla zaklene.

Za odklepanje pametne kartice morate poznati administratorsko geslo ("Administrator
Password"), ki ste ga dobili po posti skupaj s pametno kartico.

Z desnim klikom po ikoni = , "SafeNet Authentication Client" in izberemo " Tools".

About

Change Token Password
Certificate Information

Exit

)]
&

Odpre se "SafeNet Authentication Client". Izberemo pametno kartico in kliknemo na

ikono "3}, "Advanced View":
P [

SafeNet Authentication Client

BIT4ID miniLector EVO 0
v / Rename Token

{ pametna kartica, — S ke P
n- Unlock Token

® Delete Token Content
p View Token Info

Dizconnect Satet et Yirtusl Token

1 I

© GEMALTO0.COM
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Odpre se nov pogled:

| © safeNet Authentication Client Tools

SafeNet Authentication Client

=101

gemalto’

01?26

i‘ Safelet Authentication Client Tools
3 ‘; Tokens
«_» BIT4ID miniLector EVO 0

CC cenfficates

PREEENIPESE 2O

Card ID (Minidriver)
Product name

S BiCEE e Token name: SIMoD-PKl pametna kartica, 10.4 =
= a = E B E:rn:na =l Token category Hardware
sercenieales Reader name OMNIKEY CardMan 3210

: # Settings Serial number {P KC5#1 1.) CBAAE4B0126DD3AD
'\:E\'é Cliert Settings Free space (minimum estimated) 24638

Hardware version 0.0

Firmware version N/A

(x1B80005912982A741B80005912982A74
|DPrime MD 240

Model N/A
Card type |0 Prime MD
Applet Version |DPrime Java Applet 4.0.2 K
Mask version G260/Fitt15
Color N/A
Supported key size 2048 bits
Token Password Present
Token Password retries remaining 3
LI Madmum Token Password retries 3 LI
©& GEMALTO.COM
Kliknemo na ikono [P , »Set Token Password« :
]
gemalto’
SafeNet Authentication Client @0 128
E‘ SafeNet Authentication Client Tools @B EEN | B &=, o
= ‘; Tokens
< BIT4ID miniLector EVO 0 Token name rtica. 104 -
=] a SIMoD-PKl pametna kartica, 10.4 Tlene oy Hardware —
E g;e;::r:i;ae‘:s Reader name OMNIKEY CardMan 31 0
# Settings Serial number (PKCS5#11) CBAAE4B0126DD3AD
{c}é Client Settings Free space ﬂ'ni_nimum estimated) 24638
Hardware version 0.0
Firmware version N/A
Card 1D {Minidriver) (x1B80005512382A741880005512532A74
Product name IDPrime MD 240
Model N/A .
Card type ID Prime MD
Applet Version IDPrime Java Applet 4.0.2 K
Mask version G260/Fitt 15
| Color N/A !
Supported key size 2048 bits
Token Password Present
Token Password retries remaining 3
LI Maximum Token Password retries 3 LI
© GEMALTO.COM
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V polje »Administrator Password« vpiSemo administratorsko geslo, ki smo ga dobili po
posti skupaj s pametno kartico in kliknemo »OK«:

REIES
SafeNet Authentication Client 20128

S) Sefelit Atberiic X

- g% Tokens n

' ‘f'...\_, smapmr SafeNet Authentication Client Qen'alto

= SIMaD-PK —

5] Userci
CC cer

; [ Setting

484 Client Settings

Enter the Token's administrator Password.

Token Name: ISIMoD-PI{I pametna kartica, 10.4

Administrator Passwaord: I"'""""n| 74

TOrrent Language: or 1

OK I Cancel

Caolor NAA
Supported key size 2048 bits
Token Password Present
Token Password retries remaining 3
ﬂ 0| Maxdmum Token Password retries 3 LI

© GEMALTO.COM

V polje »Token Password« vpiSemo novo geslo za pametno kartico in potrdimo v polju
»Confirm Password«:

© Safellet Authentication Client Tools o =] 5|

SafeNef Aithanticratinn Cliant

T i 7@
SafeNet Authentication Client gemalto’

5) Safehlet Authentic:
“l-&% Tokens
- BITAID mir
W SIMoD-PK —
F] Userci  Token Password: Il
-- CCcer
! 40 Setting  Corfimn Password: I
46k Client Settings

Logon retries before token is locked: 5 _:I

The new password must comply with the guality settings defined on the token. pe2A74

A secure password has at least 8 characters, and contains upper-case letters, lower-case |etters,
numerals, and special characters (such as |, 5, #, %).

Current Language: SL

Erter a new password.

)8 Cancel

Token Password retries remaining 3
LI ] Maximum Token Password retries 3 LI

3 GEMALTO0.COM
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Kliknemo »OK« in pojavi se nam okno za uspe$no odklepanje pametne kartice:
=]

gemalto’

' t Auithanticatinn Cliant PP
>afeNeloptanhcalon Luan Hize

S SaeNet uthrt SafeNet Authentication Client gemalto
34 Tokens
----- <> BIT4ID mir .
¥ SIMoD-PK —
F] Userci Token Pasgwnrd: [eseeneses

M- CC cer Set Password: SIMoD-PKI pametna kartica, 10.4 5[

: [ Setting  Corfirm Pas:
46k Client Settings

Logon retriet )| Password changed successfully.

The new pa jB2AT4

Assours pa [ e -

rumerals, ar

Current Language: SL

ok | cancal |

Token Password retries remaining 3
;I I} Maximum Token Password retries 3 LI

3 GEMALTO0.COM

Se enkrat potrdimo z »OK«. Pametna kartica je uspe$no odklenjena.
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3. Obnova digitalnega potrdila

Uporabnik lahko po izgubi, poskodbi ali ¢e je pozabil geslo za dostop do pametne
kartice, zahteva obnovo digitalnega potrdila. Obnova digitalnega potrdila pomeni
ponovno izdajo zasebnega klju¢a za ustvarjanje digitalnega podpisa in digitalnega
potrdila za preverjanje digitalnega podpisa, v zvezi z digitalnim potrdilom za Sifriranje
pa se izvede povrnitev zasebnih kljuc¢ev za desifriranje in digitalnih potrdil za Sifriranje
(z vso zgodovino).

Uporabnik mora za obnovo oziroma ponovno izdajo digitalnega potrdila v prijavno
sluzbo oddati enak zahtevek kot za prvo pridobitev digitalnega potrdila. Po tem
uporabnik prejme novo referencno Stevilko in avtorizacijsko kodo, s katerima obnovi
digitalno potrdilo.

Za zacCetek obnove digitalnega potrdila kliknite "Start", "Programs", "Entrust
Entelligence" in "Recover Entrust Digital ID":

| A B R TSR AR g I 1

| Accessories ;I ————
) CCleaner
| Citrix
| Citrix Aplikacije
, Entrust =
| Entrust Entelligence POKLIC Ana
% Change Entrust Smart Card PIN
= Enroll for Entrust Digital ID Documents
=]
ﬁ Entrust Certificate Explorer Pictures
{25 Recover Entrust Digital ID__|
4% Reset Entrust Smart Card PIM Music
| Games
: Java Computer
, Maintenance
 Microsoft Office Control Panel
| Microsoft Silverlight
. Microsoft System Center —1  Devices and Printers
| Microsoft System Center 2012 R2
| Orade Forms & Reports &i Default Programs
J Orade Forms &i
| Orade Qlap Client 2.2 j Help and Support
1 Back
I |search programs and files E]J Shut down >|

[Erstar | | 5] @] 0| @]
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V oknu namestitvenega programa kliknite "Next >":

;:'_\ Recover Entrust Digital ID 5'

Welcome to the Recover Entrust
Digital ID Wizard

An Entrust digital 1D may enable you to encrypt, digitally zign,
and authenticate file, e-mail, Web, and Vitual Private Metwork,
[PM] tranzactionz. v'our administrator will determine the
functionality of waur Entrust digital (D

The Recowver Entruzst Digital ID “Wizard helps pou:
- recower an Entrust digital [D

- zave the Entrugt digital 1D an your campter, in a
Directary, anddor an a smart card

i) |f you are recovenng with a smart cand, insert the smart
card inta the reader.

To continue, click Wext,

< Back

Cancel |

V polje "Reference number: " vpisite referenéno Stevilko, v polje "Authorization code:"
pa avtorizacijsko kodo ter kliknite "Next >":

f> Recover Entrust Digital ID X|
Specify your achvation codes
The wizard needs to know pour activation codes o that it can recover your
Entrust digital 1D,

Enter your referenice number and autharization code:

Beference number; |53591 476

Authorization code; IWMHT'| SKO-4454|

“our adminigtrator should have provided theze values to pou [for example,
reference number; 91480170 and authaorization code: CRTJ-8Y0R-WFRS].

< Back I Mest » I Cancel
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V nadaljevanju postopka vas program opozori, da se bodo med procesom odpirala tudi
interaktivna okna drugih proizvajalcev. V tem primeru bo to okno za uporabnisko geslo
pametne kartice. Kliknite "Next >":

&+ Recover Entrust Digital ID x|

Confirm Entrust Digital ID Recovery
Entrust iz now ready to recover your Entrust digital (D,

Click. the Mext button to recover vour Entrust digital 1D

A our adminiztrator may have configured your recovery to dizplay dislog boxes fram
ather wendors. For example, Microzoft and/or emart card vendor's dialog boxes
mal appear during thiz part of the recoveny wizard.

< Back

Cancel |

Indikatorska vrstica prikazuje, da se je postopek zacel:

£ Recover Entrust Digital ID X|

Confirm Entrust Digital ID Recovery
Entrust iz now ready to recover your Exntrust digital 1D

Recavering Entruzt digital D pleaze wait.

]

Retriesing palicy certficates. .

er “'our adminigtrator may have configured pour recovery to dizplay dialog boxes from
ather vendors. For example, Microzoft and/or smart card wendor's dialog bores
may appear during thiz part of the recoveny wizard,

% Back st > [Cancel
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V okence vpisite uporabnisko geslo pametne kartice:

i Recover Entrust Digital ID x|
Confirm Entrust Digital 1D Recovery n
F ntrazt iz now readu bo recoseer onor F akoast dicikal 10 ‘_\?

x

SafeNet Authentication Client gemalto

Enter the Token Password

Token MName: I SIMOD-PKI pametna kartica

Token Password: Il

Current Language: SL

ot | cancel |
< Back et > | [Cancel |
Postopek obnove digitalnih potrdil lahko traja nekaj minut.
Ko je postopek zakljuéen, kliknite "Finish":
f> Recover Entrust Digital ID X|

Completing the Recover Entrust
Digital ID Wizard

The Recover Digital 1D WWizard has completed:

- recovening vour Entrust digital (D
- zaving the Entrugt digital ID on pour computer, in a
Directary, anddar an a smart card

“our Entruzst digital ID map now be uged to encrypt, digitally zign,
and/or authenticate transactions. 'our adminiztrator has
configured the specific functionality of wour Entrust digital 1D,

To cloge thiz wizard, click Finish.

< Back

[Eancel |
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4. Sifriranje in podpisovanje datotek ter elektronskih
sporocil

V okviru operacijskega sistema MS Windows so vam na razpolago osnovne varnostne
storitve infrastrukture javnih kljucev, to sta Sifriranje in digitalno podpisovanje. Za
uporabo varnostnih storitev mora biti pametno kartico vstavljena v Citalec.

4.1 Digitalno podpisovanje elektronskih sporocil v Outlooku 2010

Postopek posiljanja digitalno podpisanega sporocila je podoben obi¢ajnemu posiljanju.
Odprite okno za izdelavo elektronskega sporocila. Ustvarite novo elektronsko sporocilo
kot obi¢ajno. Nato izberite zavihek "Mozinosti", kjer sta vidni orodji za digitalno
podpisovanje in Sifriranje. S klikom na gumb "Podpisi", ki se ob aktivaciji obarva
rumeno, se elektronskemu sporocilu doda digitalni podpis. lzberite enega ali vec
naslovnikov, napisite naslov in vsebino sporocila ter kliknite tipko "Poslji".

EXIN™ 7 s Neimenovan - Sporoilo (HTML) &8

[i0id%)| Sporodilo  Vstavjanje  Moinosti  Oblikujbesedilo  Pregled  Ramvijalec

i sane - [ ] ) B 0 =) 5
= 80 @ L= E O
5 & 44 sifrira) =) Zahtevaj potrdilo o dostavi
e i element, Z:

Skp  Od | Dovoljenje g podpisi|| Uporabivoline [ Zahtevej potrdilo o branju | Shran
v gumbe ¥ po
Pokazi polja Dovoljenja Sledenje

Pojavilo se bo okence za vnos gesla za dostop do pametne kartice, kjer se nahaja vas
klju¢ za digitalno podpisovanje. S klikom na tipko "OK" bo sporocilo digitalno
podpisano in poslano naslovniku:

x
SafeNet Authentication Client @l‘l‘lﬂllﬂ

Erterthe Token Password

Token Mame: |

Token Password: Il

Current Language: 5L

[ Cancel
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4.2 Sifriranje elektronskih sporoéil v Outlooku 2010

Postopek posiljanja Sifriranega sporocila je podoben obicajnemu posiljanju oziroma
posiljanju podpisanega sporocila. Odprite okno za izdelavo elektronskega sporocila.
Ustvarite novo elektronsko sporocilo kot obi¢ajno. Nato izberite zavihek "MoZnosti",
kjer sta vidni orodji za digitalno podpisovanje in Sifriranje. S klikom na gumb "Sifriraj",
ki se ob aktivaciji obarva rumeno, se elektronsko sporocilo Sifrira. V obi¢ajnem imeniku
izberete enega ali ve¢ naslovnikov, napisite naslov in vsebino sporocila ter kliknite
tipko "Poglji":

2l 9 I= Neimenovan - sperailo (HTML c@s
| sporadilo  vstavianie  Mognosti  Oblikujbesedilo  Pregled  Ramviialec = @
= =) B Sir v Zahtevsj potrdilo o dostai =3 D ¢ &
= 6= = . = ?t
=, = @  [BaSirinaj g ahtevaj potrdilo o dostavi Y =)
Skp  Od | Dovolienie 4 podpisi | Uporabivolilne || Zantevaj potrdilo o branju | Shrani element, Zakasnitev Neposredni
> qumbe ¥ posian~  dostave odgovoriza
Teme Pokai polja Dovaljenja Sledenje Ve moznosti

Prejemniku elektronskega sporodila njegova vsebina ni vidna, ker je sporocilo Sifrirano.
Ob kliku na prejeto elektronsko sporocilo se pojavi okence za vnos gesla za dostop do
pametne kartice. S klikom na tipko "OK" potrdite pravilnost gesla, elektronsko
sporocilo se bo nato od desifriralo in bo vidno.

4.3 Sifriranje in podpisovanje elektronskih sporoéil v Outlooku 2010

Odprite okno za izdelavo elektronskega sporocila. Ustvarite novo elektronsko sporocilo
kot obi¢ajno. Nato izberite zavihek "MozZnosti" in izberite orodji za digitalno
podpisovanje in Sifriranje. Naslovnikov je lahko vec. Operacija digitalnega podpisovanja
in Sifriranja se izvede na koncu, ko kliknete tipko "Poslji".

EXI= I= Neimenovan - Sporoéilo (HTML) o &P 2
| Sporedlo  Vstavfomje | Mofnosti | Oblikujbescdilo  Pregled  Ramvijalec @
B sane - B =N = o =1 5
Aa = i B4 Sifrira v Zahtevsj potrdilo o dostai =3 =2 [
I SR =N =l o7 o Yy = G
Teme _— skp 0d | Dovolienil (3 poapisi| [porabiveline [~ zantevaj potrdilo o branju | Shrani element, Zakasnitev Neposredni
- [Cuénki - - gumbe - poslan dostave odgovoriza
Teme Pokai polja Dovaljenja Sledenje Vet moinosti
Za..
=1 [y,
Padii
Zadeva:
£
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Pojavilo se bo okence za vnos gesla za dostop do pametne kartice, kjer se nahaja vas
klju¢ za digitalno podpisovanje. S klikom na tipko "OK" bo sporocilo digitalno
podpisano in poslano naslovniku:

® Token Name:

Token Password:

€ Token Logon

SafeNet Authentication Client

Enter the Token Password

X

gemalto

Current Language: SL

4.4 Sifriranje in podpisovanje datotek

Orodje za podpisovanje in Sifriranje datotek je vgrajeno v modulu "Windows Explorer".
Z desnim klikom na poljubno datoteko se v drugem segmentu menija prikazejo orodja
za Sifriranje in digitalno podpisovanje. V navodilu boste sledili primeru Sifriranja
datoteke "Test.xIsx" za lastnika datoteke in dodatnega uporabnika, poleg tega pa bo
datoteka podpisana z lastnikovim digitalnim podpisom.. V meniju kliknite "Encrypt and

Digitally Sign File..."

Open

New

Print

7-Zip »
CRC SHA »
Encrypt File with Password...
Encrypt File...

Digitally Sign File...

Encrypt and Digitally Sign File...
Open with...
A Pretvori s PDFCreator-jem

Scan with Sophos Anti-Virus
Restore previous versions

Send to »

Cut
Copy

Create shortcut
Delete
Rename

Properties
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ZaCetno okno vsebuje ime datoteke, ki bo Sifrirana in digitalno podpisana. Za
nadaljevanje kliknite "Next >":

Encrypt and Digitally Sign Files Wizard il

Welcome to the Encrypt and
ﬂ Digitally Sign Files Wizard

This wizard will guide you through the process of encrypting and
digitally signing files for yourseff and others.

The files you are encrypting and signing are:
=] test xdsx

To continue, click Mext.

< Back Next > Cancel |

Program vas obvesca, s katerimi digitalnimi potrdili bo datoteka Sifrirana in podpisana.
Klik "Choose..." za zacetnike ni priporocljiv. S kljukico oznacite moznost "Encrypt the
files for other people in addition for myself" in kliknite "Next >":

I E Encrypt and Digitally Sign Files Wizard El

Encryption and Digital Signature Options
Encrypted and digtally signed files are encrypted for yvoursef and optionally for ﬂ
other people and signed by yourself.

Files are always encrypted for yourseff.
Your Encryption Cedificate: _ Encryption Certificate Choose... |
Encryption Algorthm:

Iw Encrypt the files for other people in addition to my=ef

Your Signing Certificate: _VEﬂﬁCEtiﬂﬂ Certificate Choose... |

Hash Algorthm: | SHA256 |
[T Timestamp my signature
Timnmestamp Autharity: IStreEnik casovneaga figa j
< Back Mext = Cancel
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V seznam s klikom "Add..." dodajte Se digitalno potrdilo nekoga, ki bo poleg vas lahko
desifriral vsebino datoteke:

B Encrypt and Digitally Sign Files Wizard x|

Additional Recipients
Select the other people these files will be encrypted for. Only these people and ﬂ
yourself will be able to decrypt the files.

To encrypt files for other people you need their encryption cerfficates. Use the Add button
to select the other people you wish to encrypt for.

Mame | E-mail Address |

Add... | Bemawe | i |

<Back Next > Cancel |

Odpre se okno za iskanje digitalnih potrdil. V zgornje okence vpisite nekaj ¢rk iz imena
iskanega uporabnika ter kliknite "Search":

Please select the other people you wish to encrypt for. Use the search button to search the directory for their
encryption certificates.

- j Search 'l

Mame | Email |
<] | i
Show: ISearu:h Results j Hiew |

Ok Cancel | Help |
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Imenik bo vrnil seznam uporabnikov, ki se vsebujejo niz ¢rk iz iskalnega kriterija:

a Please select the other people you wish to encrypt for. Use the search button to search the directory for their
encryption certificates.

,) ITES
MName | Email -
cert-osebe-A
Test Second 1234568 Drugi. Testi@mors.si; Second. Test@mors, si
Test Third 1234569 Tretji. Test@mors.si; Third. Test@mors.si | |
Test Cetrti 1234570 Cetrti. Test@mors. si
Test Peti 1234571 Peti, Test@mors.si
cert-splosno-A
-
1 | L|J

Show: ISEEI’d‘I Results j Lil[=1 |

0K Cancel | Help |

S klikom na uporabnika izberete uporabnikovo digitalno potrdilo, ki se skriva v ozadju.
Kliknite "OK":
20 x|

a Please select the other people you wish to encrypt for. Use the search button to search the directory for their
encryption certificates.

,J ITES j Search 'l

Mame | Email -
cert-osebe-A

Test Second 1234563

Drugi. Test@mors.si; Second, Test@rmors.si

Test Third 12345569 Tretji. Test@maors. si; Third, Test@mors.si
Test Cetrti 1234570 Cetrti. Test@mors, si
Test Peti 1234571 Peti, Test@mors.si

cert-splosno-A

w
1| | 3

Show: ISearu:h Results j View

oK Cancel | Help |
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V oknu je navedeno digitalno potrdilo uporabnika. Njegov javni klju¢ in javni kljuc¢
lastnika bosta uporabljena za Sifriranje datoteke "Test.xIxs". Kliknite "Next >":

B Encrypt and Digitally Sign Files Wizard x|

Additional Recipients
Select the other people these files will be encrypted for. Only these people and ﬂ
yourself will be able to decrypt the files.

To encrypt files for other people you need their encryption cerfficates. Use the Add button
to select the other people you wish to encrypt for.

Poleg Sifriranja bo datoteka digitalno podpisana z lastnikovim privatnim kljuéem za
podpisovanje, ki je varno shranjen na pametni kartici. Za dostop do pametne kartice

vtipkajte geslo:

x

SafeNet Authentication Client gemalto’

Erter the Token Passwaord

Token Mame: |'3H-.1-:-[=-F‘HI pametna kartica SACT04

Token Password: Il
Current Language: SL

[k I Cancel
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Na koncu postopka vas okno obvesti, da je nastala Sifrirana datoteka " Test.xIxs.p7m":

E® Encrypt and Digitally Sign Files Wizard x|

Completing the Encrypt and
Digitally Sign Files Wizard

fou have successfully encrypted and signed the following files:
|j test d=cpim

¥ Delete the original files on finish

¢ Back I Finish I LCanzel

Iz varnostnih razlogov je priporodljivo izvorno datoteko "Datoteka.txt" pobrisati, zato
odkljukajte okence "Delete the original files on finish". Kliknite "Finish" in postopek je
koncan.
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